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Section 1: EtX] @& — Visual / Deepfake Detection (14 7H{)

# I8

1 | ViT Detector

2 | DIRE Detector

3 Diffusion Fake
Detector
4 DM Detection

Orchestrator

5 | SeDID Detector

Y A= L At
detectors/vit_detector.py Vision Transformer 7|8t HH0|3 2F Tl
Diffusion Reconstruction Error 7|t EtX|
detectors/dire_detector. L. o
fdire_ PY" (+ DistilDIRE) H
detectors/ oy B MHE BE B 7

diffusion_fake_detector.py

detectors, e -
dm_det /t’ hestrat Diffusion Model 3 £tA| Ito|Z2}ol ( B
m_detection_orchestrator. ASE|U>TA>HD) &
py
detectors, . .. o
/ Semantic Denoising Error 7|2t EFX| 9

sedid_detector.py
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v4.4.0 VLM Analyzer 7§
e Chain-of-Thought ZEZE + Few-shot Of|A| 3 7IX| (Ftef|Z2|H &

2.3

’Is8

Blending
Boundary
Detector

Frequency
Analyzer

Gaze Analyzer
VLM Analyzer
Ensemble

Models

Ensemble
Optimizer
Few-Shot
Learner

Beauty Filter
Detector

3-Class
Classifier

o 3=

detectors/
blending_boundary_detect

or.py

detectors/
frequency_analyzer.py

detectors/gaze_analyzer.py

detectors/visual/
vlm_analyzer.py

detectors/visual/
ensemble_models.py

detectors/visual/
ensemble_optimizer.py

detectors/visual/
few_shot_learner.py

detectors/beauty_filters.py
detectors/

three_class_classifier.py

ANl (#9):

u
2= gy A B

FFT/DCT / Wavelet ot QI EM

A| A BFsE gl lakA

oo X 2o |

=~

HI

Vision-Language Model HE|2 & &4

-

Xception / Biological ¥&2 =g

oundation Model + MAML 7|gF A=A

u=
M

SE| HE 4 T EX| (Mesh Warping,
Frequency, Semantic Seg, GAN-lite)

REAL / FAKE / ANTI-FORENSIC 3 2F

e VLM 22 WA|: deepseek-r1:8b (HAE ML) — minicpm-v:8b (H|™ ZH)
o EIQOIR EhE:120s — 45s (T UL,

o Al T 24X H|2|:

e Sigmoid M4 Bt

ME T F7h5-8
_fallback / _unanalyzed Ot74, 4& Z2f| 3t &
7 H(std<0.5) ZX| Al 2
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Section 2:

[ NS R

’I1sd

Audio SSL
Detector

Audio E2E
Detector

Vocoder
Fingerprint
Detector

AV Sync Analyzer

Environment

nl.ol 7:1

detectors/
audio_ssl_detector.py

detectors/
audio_e2e_detector.py

detectors/

vocoder_fingerprint_detecto

r.py

detectors/audio/
av_sync_analyzer.py

detectors/

EtX| @ = — Audio Detection (5 7H)

ay
Self-Supervised Learning 7|8t 2C|2
EfX|

End-to-End 2LC|2 EH 0|3 EiX|
(AASIST, RawNet2, RawGATST)
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Consistency
Analyzer

oy 3=

environment_consistency_an
alyzer.py

27: peigte 5/ 2EFH 0/ 017E 0
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Section 3: ®X| @ = — Biological / Physiological Detection (3 7l{)

# 715 I A= A Al
2 detectors/biological/ Remote Photoplethysmography — o
sigts
0 rPPG Analyzer rppg_analyzer.py A Hufa BHX] (CHROM/POS) ™
2 Blink Analyzer de.tectors/blolog|cal/ = Zuol TR A (KS-test) Toiets
1 blink_analyzer.py
2 | Biological Signal detectors/biological/ MH| M= Egf EHX| (rPPG + Blink + s
2 | Detector biological_signal_detector.py | Heart Rate) -
27: eigtz 3/ 2EFH 0/ 017E 0
Section 4: &tX] @ = — Temporal / Video Detection (9 7li)
# J1s¥ o F= 249 el
detectors/ .
2 | Temporal VideoMAE + TALL 7|t A|ZHX H| 2t .
d ko=
3 Advanced Detector temporal_advanced_detect EFX] T
or.py
2 | Optical Flow detectors/ Bt m= 2N Ssjetz
4 | Analyzer optical_flow_analyzer.py
2 | Head Pf)se detectors/ . Dj2| XH| A8t A= asjetz
5 | Dynamics head_pose_dynamics.py
2 | Lip Forensics detectors/ 2iAlT Al 2N Ssjetz
6 Detector lip_forensics_detector.py
. . detectors/
2 M E o
icro Expression micro_expression_analyzer. | O|A| B3 EFX]| THHE
7 | Analyzer
py
2 Cro.sts—Modal detectors/tempora.l/ T 2LE|E| 2E (ForgeFinder) Ssjetz
8 | Verifier cross_modal_verifier.py
2 Forensic Tracker detect'ors/temporal/ EeAlA =X 2M7| ToAR
9 forensic_tracker.py
3 Stream Detector eI im0 Y AE2|Y HI|C|Q EX| (Webcam/RTSP) ToHAR
0 stream_detector.py
3 Stream Enhanced detectors/temporal/ 4ok AER BV Toiets
1 stream_enhanced.py
2a7: eigtz 9/ HEFH 0/ 0|7E 0




Section 5: EtX| @& — Text / Document / Metadata / Realtime (8 7li)

# J1s¥ ol 3= 49 2EH
3 OCR Analyzer detectors/text/ PaddleOCR 7|gt &gt 2Xt QI 247 Toiets
2 ocr_analyzer.py
3 TextForensics ~ detectors/text A BAE T4 2 ]
3 text_forensics.py
3 C2PA ZHIX 21Z HEIHO[E 24 (Trust "
2PAA 2 . . et
4 C nalyzer detectors/c2pa_analyzer.py Anchors, Al Assertions) T
3 detectors/ Google SynthID {/E{0t= & X] (0|0 X[/ "
SynthiD Detect =
5" etector synthid_detector.py RUL|R/HAE) +
3 | Content detectors/ e Mzl a3tz
6 | Fingerprint content_fingerprint.py
3 Realtime Pipeline | 9StCtors/ AAIZHEX] THo|matel Faeta
7 realtime_pipeline.py
3| Lightweight detectors/ 22 17| Mol (MAJZH XE8) asigz
8 | Detector Chain realtime_pipeline.py (LH5)
3 | Streaming detectgrs/temporal/ AEa|D) EFX|7| b3 Sz
9 | Detector streaming_detector.py
27 FEAE 8/ BEFH 0/0[HFH 0
Section 6: HE| 0IO|]HE Al T2 (15 7H)
# J1s¥ ol 3= o3 A
4 | LangGraph agents/ LangGraph StateGraph — 14 - E Va4 FIX
0 | Orchestrator langgraph_orchestrator.py | DAG I}0|Z2fQl ’
4 | Graph-of-Thought = agents/ Custom DAG — 6 THA| =R 27| stz
1 (GoT) graph_of_thought.py 22E .
4 | CrewAl Multi-
i i — 122 MEJt gl TH .
2 Expert Verdict agents/crewai_verdict.py CrewAl — 12 Fetel v4.4 FIX
4 | AutoGen AutoGen (MS) — A& /HS /TtAL .
. ko=
3 | Adversarial Debate agents/autogen._debate.py X EE T
4 | ADAG Red Team agents/adag_manager.py, Custom 5-Layer —4 & 34 a3yt
4 | Framework adag_harness/ Olo|ME -
4 | A2A Protocol Google ADK gZ — 20 0f|0|HE 5 N
. ke
5 | orchestrator agents/a2a_orchestrator.py 22y AH T
4 | ADAG Feedback agents/ Custom — Red-Blue I 2 stz
6 | Loop adag_feedback_loop.py (DER<10% Z=7|E &) -
4 | Celery Beat Auto- core/celery_app.py, Celery + Redis — A|S XHE A8 | psiete
7 | Loop api/celery_tasks.py
4 | DSPy Prompt - DSPy (Stanford) — 12 Signature «
. - AR
8 Optimizer agents/dspy_optimizer.py e %%} T
4 | Llamalndex RAG agents/ Llamalndex +ChromaDB — ¢/ @ F¥et=z



=+

’Is8

oy 3=

o
9 threat_knowledge_rag.py QIR M A
5 | Handoff Router + OpenAl Agents SDK g2t — 55X .
. agents/handoff_router. SR
0 | Guardrails gents/ - Py 228 + 7tEEY T
5 | Structured Output | agents . .
put | agents/ PydanticAl ¥2f — 4 Z# mal | paeta
1  Parser structured_output.py
Custom —
Adaptive Router agents/adaptive_router.py | REALTIME/FAST/PRECISE/FOREN | Foi2t&
SIC42E
5 . agents/ Custom — 8 & EH|0|3 2 CH4 <
Proactive Defense . SigtE
3 proactive_defense.py MAA 2o (PGD/FGSM & 63 T
5 . . Custom (UNet) — EH|0|3 |I& «
4 Deep Reversion agents/deep_reversion.py wo) g §(X1 $33| sl otz

v4.4.0 LangGraph Orchestrator 7§ (#40):
o Io|m2tol 2 M WH: few_shot — ocr — cross_modal — fusion (7|&: few_shot — fusion
— ocr — cross_modal)
* Ontology V-1/V-2 StateKey &A 2|8t 82 — OCR/CrossModal Z2t7t Fusion off H4f gt
e CrossModal 0|4t &= (critical anomalies) 7t fake_probability o] =& 7|0
o 2EZX| A0|E: fusion/verdict =E=0]| pre_node_check/post_node_update S&

v4.4.0 CrewAl Verdict 7 M (#42):
o IFM A[Zt =tH: FAKE=0.65, REAL<0.25 (7|& FAKE=0.55, REAL<0.35)
o ol DEFA|E| ME|E A 170 2EE|E|=60%, 2 7H=75%
o REE|E| 2 7|8t confidence 34 7 M

A7|: eietE 13 /v4.4FIX 2/ 0|7% 0

[Clo]oj12H 2] Section 7 — ADAG M| HIAE RE ME

Section 7: ADAG MLiX HAE BE (57H)

# 718 o A= CHad Al
. . . .| agents/ o

5 | BiologicalSignallnje . . . . rPPG Agent — &4 PPG/HRV/ "
5 ctor & & adag_biological_signal_injec _'E_grtmﬁjx?:; Toigts

tor.py

. . agents/ .
— 7| 2]

5 | GANFingerprintDisr adag_gan_fingerprint_disrup Visual Agent — FFT/Z}H|2} ISP/JPEG asigtz
6 | uptor iy

tor.py

. agents/ oidle -
—OM2E/EHER "

5 | TemporalConsisten adag_temporal_manipulator. Temporal Agent — O|A| 1 asielz

cyManipulator

py

|ZES7 =t



# 7159 R chat el
5 . agents/ Document Agent — SA|.0|=/2E}/ L
pak=
8 TextHumanizer adag_text_humanizer.py AEIYHS T
5 | ADAG Harness (5- MH| — HarnessRunner + "
Ak
9 | Layer) agents/adag_harness/ TracelLogger + Evaluator ™
27 FHAR 5/ FEAB 0/ 01RO
Section 8: ZEHE Qlma} 9! MH|A (83 7H)
8-A. Al Core — API/ MH (7 71)
# 7153 e F= CL At
6 | FastAPIREST . REST API (/detect/upload, /health, o
. AR
0 | Server api/server.py /models) T
? Unified Server api/unified_server.py S M A=EZQIE Toiets
6 api/celery_tasks.py, N
Task HIS7| 24 &Y =
5 Celery Task Queue api/tasks.py 1S 7 T
g Gradio Ul api/ui_gradio.py 2 Ul (BtX|/ADAG/E|ZE) v4.4 FIX
2 Ul Utilities api/ui_utils.py Ul g ToigtE
g WebSocket Server | api/websocket_server.py A A|ZH WebSocket 41 Tolgs
6 APl Models
i . A7|0 sigts
6 (Pydantic) api/models.py Request/Response A7|0F T
8-B. Al Core — Core 2 & (18 7H)
# J1s9 ol F= 494 2HER
6 . . Al 7|28 H 15 & &4 ZAH 23 (SHA- o
. paka =
7 Audit Logger core/audit_logger.py 256 84| Kl21) T
6 . Celery Beat 2#|= (02:00 ADAG / 03:00 L
8 Celery App Config | core/celery_app.py o) y Tolgts
6 SQLAlchemy 8 7§ ORM 2! "
. AR
9 Database Models core/database.py (PostgreSQL) T
7 " ry -~
. Edge Optimizer core/edge_optimizer.py ONNX 2t + INT8 YXI3t (RHIY/QIX]) | AR
-l{ Error Tracker core/error_tracker.py oz =8 AU 2F Toiets
7 N .
5 i18n C}=0{ X| & core/i18n/ (ko/en/ja/zh) ot=0]/F0{/U=20{/E5=0] 47 =0 TolgtE
; Inference Client core/inference_client.py Ollama/e|s 2 =2 Z2I0[AHE THE



# 7|s9¥

T .

4 Media Downloader
7 .

5 Metrics

7 MinlO Client

6

T e

7 Model Distillation
7 .

8 Model Registry

7 .

9 Ollama Client

8 Performance

0 | Profiler

8

1 RAG Case Search
2 Redis Client

8 .

3 Security Module
8 e .
4 Serialization Utils

oy 3=

core/media_downloader.py

core/metrics.py

core/minio_client.py

core/model_distillation.py

core/model_registry.py

core/ollama_client.py

core/
performance_profiler.py

core/rag_case_search.py

core/redis_client.py

core/security.py

core/serialization_utils.py

8-C. Al Core — 2|XE{ / XAl (6 7H)

o
olr
od

Korean Reporter

Report Generator

Excel Exporter

XAl Explainer

XAl Visualizer

SHAP Explainer

o O o oo ~N o o U o H

I.OI 7:1

reporters/
korean_reporter.py

reporters/
report_generator.py

reporters/excel_exporter.py

reporters/xai_explainer.py

reporters/xai_visualizer.py

u

yt-dlp 7|8t YouTube/SNS URLCH2EE

(1000+ AO|E)

M
S

or

tE2) 47

29 55 (P —

2E WA 22| 2| X|AER| (minicpm-

v:8b =7})
Ollama LLM/VLM Zz2|X} (C|ZEE

minicpm-v:8b)

PS|
©

or

menyy

FAF A M (RAG)

Redis ZHA| / M4 2t2]

ot QEIT|E|

numpy/torch 2% Ht

29

Qwen2.5 7|4t $+=20] E0A MY

PDF/JSON Z2IA| 2|ZE MA
Excel &Al A1} LIELYY|
LLM 7[Et 2 Y (A AH2)

XAl A|2Z}3} (SHAP £)

reporters/shap_explainer.py = SHAP 7|2t I|X| 7|0 £

8-D. NestJS Gateway AMH|A (12 7H)

# 7158

9 | JWT
1 | Authentication

I.OI 7.'|

gateway/src/auth/
auth.service.ts

nx
od

JWT EZ ¢!
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# IS8 oY A=
9 gateway/src/auth/api-
API Key Strat
2 ey Strategy key.strategy.ts
% RBAC Roles Guard gateway/src/auth/
3 roles.guard.ts
9 Email Verification gat.eyvax/src/aut'h/emall-
4 verification.service.ts
9
5 Users CRUD gateway/src/users/
9 .. o
6 Organizations gateway/src/organizations/
9 Detect Proxy gateway/src/proxy/
7 detect.controller.ts
9 Quota Guard gateway/src/proxy/
8 quota.guard.ts
9 Cache Service gateway/sr.c/proxy/
9 cache.service.ts
1
0 ' Usage Tracking gateway/src/usage/
0
L ateway/src/ws/task-ws-
0 | Task WebSocket & y
server.ts
1
L ateway/src/ollama/
0 ' Ollama Module & y
5 ollama.module.ts

8-E. React Dashboard H|0|X]| (30 7H)

# 7158 o F=
L dashboard/pages/
0  Analyze Page bag
3 AnalyzePage.tsx
L dashboard/pages/
0 | Results Page Pag
4 ResultsPage.tsx
L dashboard/pages/
Hi P
g Istory Page HistoryPage.tsx
1 .
0 Forensic Report dashboard/pages/
6 Page ForensicReportPage.tsx
1 . .
0 Realtime Monitor dashboard/pages/
7 Page RealtimeMonitorPage.tsx

1 | ADAG Red Team dashboard/pages/

A2 Xt 22| (Entity + Service +
Controller)

£%| pe| (LEE|HE)
Al Core ZEA| (EHX| 28 F7)
API &% TE{ F[3t

Redis 7|9t S& 744

AP| At22F 37X (Entity + Service +
Controller)

WebSocket & A|ZF Zhd of2l

Ollama 22! T2 |

S|
=2

(i}}

Hiel 24 Ho|X| (Tt YZ=/URL)

Az 2LEY

ADAG HCHA H|AE Ul
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= e

NNH | BFNH | ONKFE OFHKF OFRRF NFHRFR OFRRF OOFRF DMPFPR WRFRFR NR &

=

Page

AutoGen Debate
Page

Multi-Agent Page

XAl Deep Dive
Page

Frequency
Analysis Page

Temporal Analysis
Page

Audio Forensics
Page

Audio SSL Page

Blending Analysis
Page

DM Detection Page

ViT Analysis Page

Three Class Page

Lip Forensics Page

Head Pose Page

Gaze Analysis Page

Micro Expression
Page

oy 3=

ADAGRedTeamPage.tsx

dashboard/pages/
AutoGenDebatePage.tsx

dashboard/pages/
MultiAgentPage.tsx

dashboard/pages/
XAlDeepDivePage.tsx

dashboard/pages/

FrequencyAnalysisPage.tsx

dashboard/pages/
TemporalAnalysisPage.tsx

dashboard/pages/
AudioForensicsPage.tsx

dashboard/pages/
AudioSSLPage.tsx

dashboard/pages/
BlendingAnalysisPage.tsx

dashboard/pages/
DMDetectionPage.tsx

dashboard/pages/
ViTAnalysisPage.tsx

dashboard/pages/
ThreeClassPage.tsx

dashboard/pages/
LipForensicsPage.tsx

dashboard/pages/
HeadPosePage.tsx

dashboard/pages/
GazeAnalysisPage.tsx

dashboard/pages/
MicroExpressionPage.tsx

nx
(i}:}

HOyH E2 A|2Hs}

ZE|O|0|HE HEf ZL|EE

QL A U]

Audio SSL EHX| UI

mT
=
on
oY
2
e
s
1z
S

Diffusion Model EX| UI

3-Class £& Ul

M| XtHl 241 Ul

Al 24 Ul
oM 28 24 Ul

Y

-
re
rio
il

-l
re
rio
bl

-l
re
rio
Il

-4
ret
o
Hu

-
re
rio
f

-l
re
rio
il

-l
re
rio
Il

-l
e
rio
Il

-+
ret
o
Hu

-
re
rio
fl

-l
re
rio
Il

-l
re
rio
Il

-1
e
o
bl

-+
ret
re
Hu

-4
e
o
fl



w |

o W = O N = o N = ~N N = DN = N = AN =

w =

Vocoder ID Page

Proactive Defense
Page

Foundation
Models Page

Model Distillation
Page

Threat Intel Page

Fingerprint DB
Page

MC Simulation
Page

Bl Page

Model
Fingerprinter Page

dashboard/pages/
VocoderldPage.tsx

dashboard/pages/
ProactiveDefensePage.tsx

dashboard/pages/
FoundationModelsPage.tsx

dashboard/pages/
ModelDistillationPage.tsx

dashboard/pages/
ThreatIntelPage.tsx

dashboard/pages/
FingerprintDBPage.tsx

dashboard/pages/
MCSimulationPage.tsx

dashboard/pages/BlPage.tsx

dashboard/pages/
ModelFingerprinterPage.tsx

8-F. Dashboard — 22| / A (7 7H)

(o) IOS I g W = A W= w W = | 3

=

7l

oIr

Y

Login Page

Admin Page

Settings Page

Agent Settings
Page

LLM Settings Page

oy 3=

dashboard/pages/
LoginPage.tsx

dashboard/pages/
AdminPage.tsx

dashboard/pages/
SettingsPage.tsx

dashboard/pages/
AgentSettingsPage.tsx

dashboard/pages/
LLMSettingsPage.tsx

nx
(i}:}

MAH Lof Ul

O}20|0|Md 2 22|

ZEIZHEZ AlZ2|0]d Ul

HIZL|A QIFAZ|HA THAEE

Model Fingerprinter (#39) Ul

ux
08

Hu
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oflojHE 2% 22|
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LLM/VLM 2 MH (C|ZE minicpm-

v:8b)
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# IS8 o F=

7

L dashboard/pages/

Z APl Keys Page ApiKeysPage.tsx

L dashboard/pages/

3 | APl Docs Page . pag

9 ApiDocsPage.tsx

1 -

4 Organizations dashboard/pages/

0 Page OrganizationsPage.tsx

8-G. SDK / T{7|X| (2 7H)

# 71s¥ o /a=
. ackages/truthlens-
4 | Python SDK packag
sdk/
1
1
4 | TypeScript SDK | packages/js-sdk/
2

8-H. 1Z2} | DevOps (8 7H)

# Jls9 ned/3gd=
1
4 Docker Compose infra/docker-
3 (Dev) compose.yml
1 .
4 Docker Compose infra/docker-
4 (Prod) compose.prod.yml
. Nginx Reverse
4 Proxy infra/nginx/
5
L PostgreSQL
4| 0SB infra/db/
Migrations
6
. Prometheus
i Monitoring infra/prometheus/
1
Grafana .
g Dashboards infra/grafana/
1
4 | Helm Charts infra/helm/
9
1  GPU Resource infra/docker-

5 | Management compose.yml

nx
(i}:}

APl 7| 22|

API 2AM FO

ZE 22| Ul

M
29

TruthLensClient (analyze_file, analyze_url,
get_status 5)

TruthLensClient (24+ APl methods)

|
2%

12 MH|A QFA|AER|O|M

T=EHM HZE

2[HA TEA| +SSL

DB A 7|0} Ot0]12|0|M (15+ E|0]S)

2| 70 + 22 74 + GPU/Redis/PG

4 =2
o Im

1571 ofd 2tM (GPU, T-GD LES, Redis, PG
g1y

HPA, PDB, ServiceMonitor, GPU/Qdrant
X

NVIDIA GPU g% (nvidia-docker)
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# 7159 ol /A= My AFEY
0
27| (Section 8 TH|): %i2tE 89 /v4.4FIX4/0O|7# 0

Section 9: Module #40 — T-GD Enhanced Detection (8 7) — F1&igt=

# 713 o A=z a9 AEl EHAE
1 .
- +
5 | T-GD Backbone detectors/ ViT-L/CLIP backbone + Fallback asielm PASS
1 tgd_enhanced_detector.py | CNN
1
. detectors/ AUROC 95%+ £t THH N
D H Hets PA
g etection Head tgd_enhanced_detector.py | (Temperature Scaling) = S5
1
H : 7 |:I|_|- 7 EI:-II xx N
5 Attribution detectors/ PErototype [2F500 7 RS =X asietE | PASS
3 Head tgd_enhanced_detector.py @ &%
1
i HA Z7{3 0~100 & (4 7tX L
= Legal Evidence | core/ . H 12 0~100 ™ (4 7tX| asielE | PASS
4 Score legal_evidence_scorer.py THQA)
1
. . detectors/ T-GD 45% + Legacy 35% + o
detE
2 Fusion Engine tgd_enhanced_detector.py | Attribution 20% YAt= T PASS
1
7 AngI ool JH o DIE’ N
5 | Model Registry | core/tgd_model_registry.py 50074 = PRl e ToigtE | PASS
6 571 2EE[E|)
1
i HY ZHA 2 ZE o
5 Forensic Report reportfers/ JSOE/?DF | ( asielE | PASS
. T-GD forensic_report_tgd.py =t HA)
1
. ibuti AME N
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